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Rules for Personal Information Handling
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Article 1 (Purpose)
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In light of the significantly expanded
utilization of personal information in
society, these rules are set forth to protect
the rights of all individuals the Foreign
Correspondents’ Club of Japan (“Club”)
handles and maintains. The rules below
provide for the proper handling of
personal information and stipulate basic
measures to protect such information,
while ensuring the proper and effective

utilization of such information by the Club.
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Article 2 (Definitions)
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Definitions of “personal information”
and other terms used in these rules are
defined similarly as they appear in the Act
on the Protection of Personal Information
(“Personal Information Protection Law”),
unless otherwise stated.
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Article 3 (Guiding Principle)
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Generally, personal  information
should be properly handled in a way that

respects each individual’s privacy rights.
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Article 4 (Proper Acquisition)
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1. The Club shall not acquire personal
information through deception or by
other wrongful means.

2. The Club shall not acquire sensitive
personal information without first
obtaining the identifiable person's
consent, except in cases when there

is a legal exception.
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Article 5 (Utilization Purpose)
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1. The Club shall publish its privacy
policy on its official website where it
will explain how it will use the
personal information it obtains.

2. When directly acquiring personal
information written in a document
(including electronic or magnetic
records) from the identified person,
the Club shall specify to the
identifiable person how it will use the
information in advance.

3.  When altering the purpose of use
revealed in its privacy policy, the
Club shall not alter how it will use
personal information beyond the
extent that can be linked to what it
was before the alteration. If the Club
alters how it uses personal
information beyond the extent
specified above, the Club shall
obtain the consent of the identifiable

person and will act in accordance
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with the following provision outlined
in the following paragraph.

4. The Club shall not handle personal
information beyond the scope
necessary for achieving the purpose
of use without obtaining the
identifiable person's consent to do
so in advance.

5. Ifthere is a legal exception, the
provisions of the preceding

paragraphs shall not apply.

Article 6 (Prohibition on Improper and
Unlawful Use)
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The Club shall not utilize personal
information unlawfully or in a way that

results in an unjust act.
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Article 7 (Ensuring Data Accuracy)
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The Club shall strive to keep personal
data accurate and up-to-date within the
scope of its stated utilization purpose.
Once the information has become
unnecessary to achieve its utilization
purpose, the Club shall strive to delete it
without undue delay.
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Article 8 (Security Control Measures)
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The Club shall take necessary and
appropriate action to protect the personal
data it handles, including preventing the
leak, loss, or damage. Security Control
Measures are specified in greater detail
in the appendix to these Rules.
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Article 9 (Employee Supervision)
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The Club will appropriately supervise
its employees handling personal data to
ensure it is properly secured.
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Article 10 (Trustee Supervision in
Cases of Third-Party Handling)

%10 5 (TRt oER)

When data is entrusted to a third
party, the Club shall appropriately
supervise the entrusted party to ensure
personal data is secure. As such, the
Club will abide by the following:

(1) Select an appropriate trustee

When selecting a trustee, the Club
shall ensure that the trustee's security
control measures equate to or are more
advanced than those specified in the
appendix to these rules. In addition, the
Club will ensure that the Trustee
implements every measure specified in
the appendix to these rules.

(2) Create a satisfactory trustee
agreement

The Club shall create a trustee
agreement that includes necessary and
appropriate security control measures for
the handling of personal data, as agreed
by the Club and trustee. The agreement
will also contain terms allowing the Club
to reasonably monitor the trustee’s
handling of personal data.

(3) Monitor the trustee’s handling of
personal data
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The Club shall monitor the trustee’s
handling of personal data by conducting
regular audits to determine if the trustee
is following the terms of its agreement.
After such audit, the Club will take
appropriate action or nonaction, including
whether it will continue utilizing the

trustee’s services in whole or in part.

Article 11
Discovery of a Data Leak)

(Procedures Following
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1. If personal data (excluding data
protected by advanced encryption or if
data is used to protect the rights and
interests of individuals) is or is likely to be
leaked, lost, or damaged, the Club shall
report the incident to the Personal
Information  Protection =~ Commission
JAPAN (“PPC”) and notify the identifiable
persons when the following occurs:

(1) The leak concerns sensitive
personal information;

(2) The leak may cause financial
damage due to unauthorized use;

(3) The leak concerns personal data,
including information already acquired or
to be acquired and handled as personal
data, that was leaked due to unlawful or
illegal actions;

(4) The leak affects more than 1,000
individuals.

2. When reporting any leak, loss, or
damage, the Club will file the reporting
form on PPC’s official website within
approximately three (3) to five (5) days
after becoming aware of any such leak,
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loss, or damage, and shall provide a
more-detailed, definitive report within 30
days (or within 60 days when unlawful or
illegal activity is involved).

3. To prevent further damage, the Club
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publish the relevant information on its

official website.

Article 12 (Restriction on Third-Party | & 12 5= (55 =& 42t il[R)

Transfers)

Except when required by law, the
Club shall not provide personal data to a
third-party without first obtaining consent
from the identifiable person.
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Article 13 (Restriction on International
Third-Party Transfers)
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Notwithstanding the preceding
paragraph and unless there exists a legal
exception, the Club shall not provide
personal data to third parties located in
foreign countries unless the third party is
located in an EEA member country or the
United Kingdom (this also applies in the
next Article). without following the
procedures set forth below. In cases
where personal data is provided to a
third party located in an EEA member
state or the United Kingdom, the
provisions of the preceding paragraph
shall apply.
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(1) The Club will provide the
following information and will obtain
consent from the identifiable person:

(i) The name of the foreign country
where the third party is located;

(ii) Information on how personal
information will be protected in the
foreign country above;

(iii) Information on the measures
taken by the third party to protect
personal information.

(2) The Club will obtain consent from
the identifiable person only after
confirming that the third party in the
foreign country has established a system
that complies with the standards
established by the PPC.

(3) The Club will outsource personal
data after confirming that the third party
in the foreign country has established a
security system compliant with PPC
standards.
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Article 14 (Personal Data Records
Regarding Third-Parties Transfers)
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1. Unless exempted by law of PPC

guidelines, when the Club provides
personal data to a third party domestically
or in a foreign country and has consent of
the identifiable person pursuant to the
preceding articles, or when the Club
receives personal data, the Club shall
maintain a record of the personal data that

includes the following:

Provision Records:
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Name of third-party

Name of the person affected by the
data transfer

Details of the personal data

Consent of the person affected by the

data transfer

Receipt Records:

® Date of receipt

® Name of third-party

® Reason for receipt

® Name of the person affected by the
data transfer
Details of the personal data
Consent of the person affected by the

data transfer

2. The Club shall retain these records for
three years. However, in cases where
personal data is repeatedly or

continuously provided or received, the

Club shall retain them for three years

from the date it last received or provided

data.
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Article 15 (Retained Personal Data
Disclosures)
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1. Unless exempted by law, the Club
must make the information (prescribed in
Article 32-1 of Personal Information
Protection Law) about retained personal
data they hold accessible to identifiable
persons who provided their information
(making that information accessible
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includes providing answers without delay
as requested by identifiable persons).

2. If the Club is unable to provide the
information as requested pursuant to the
preceding paragraph, it shall notify the
requestor of its decision without undue
delay.
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Article 16 (Disclosure of Retained
Personal Data)
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1. When requested to disclose
retained personal data or records
specified in Article 14, and when the Club
determines that the request is justified in
light of the provisions of the Personal
Information Protection Law, the Club
shall respond to the request without
undue delay.

2. Notwithstanding the preceding
paragraph, in cases where there are
exceptions under the law, all or part of
the information may not be disclosed.

3. When the Club decides not to
disclose to the individual all or a part of
the data under the provision of the
preceding paragraph or finds that the
demanded data does not exist, the Club
shall inform the identifiable person of the
decision without undue delay.
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Article 17 (Data Corrections,
Additions, and Deletions)

1. When requested to correct, add, or
delete retained personal data, the Club
shall respond to such requests without
undue delay so long as the request is
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justified pursuant to the Personal
Information Protection Law.

2. When a correction is made under
the provisions of the preceding
paragraph or a decision is made not to
make any correction, the Club shall
inform the identifiable person about the
action or decision without undue delay.

Wi R E AT, EY
I U2 U 7e 6720,
2. WX, BI2HEOBED T, RAEMAT
— 2 DNEDOETAE L <ITZ—E5IZ DWW TET
EFZTo L&, IETEFZITDRN
BOWEEZ LT- & &3, AANCxL, EiH
72, FOBEEBALRITNIIR G720,

e <, HE%EaKIC

Article 18 (Personal Data
Discontinued Use)
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1. The Club shall promptly respond to
requests to suspend the use of, erase
retained personal data, and/or
discontinue sharing with third parties if
the request is justified and made
pursuant to the Personal Information
Protection Law. The Club will not be able
to honor requests when it is difficult to
respond and there are alternative
measures in place that protects the rights
and interests of the identifiable persons.

2. If the Club suspends or does not
suspend the use or third-party transfer of
all or part of its retained personal data, it
shall notify the identifiable persons
without undue delay.
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Article 19 (Explanation of Reason)
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For any request made pursuant to
Articles 15 through 18, the Club shall
strive to provide an explanation when it
informs the requestor that the action will
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not be taken, or the different measures
will be taken.
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Article 20 (Procedure for Responding
to Disclosure Request)
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1. For any request made pursuant to
Articles 15 through 18, the Club will
solely determine how it will accept such
request.

2. The Club may request that the
identifiable person present sufficient
information to specify the retained
personal data subject to the request or
demand. In this case, the Club shall take
appropriate action in consideration of the
person's convenience so that the person
would be able to easily and adequately
provide the information.

3. The Club will attempt to make
disclosure requests of individuals in a
way that is not unduly burdensome or
inconvenient.
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Article 21 (Fee)
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1. For any request made pursuant to
Articles 15 through 18, the Club may
collect a fee.

2. Any fee assessed by the Club for
requests made will be reasonable,
considering the actual expenses
incurred.
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Article 22 (Complaint Resolution)
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1. The Club shall attempt to promptly
resolve any complaint regarding its
handling of personal information.
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2. The Club will attempt to establish 2. K%, AiEO BIZEERT 572D
the necessary systems for achieving the | &% Z 22 (RH O 25D 22T X2 B 72
purpose referred to in the preceding VY,
paragraph.
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Revision U
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